
Cyber Security Best Practices 

1. Set strong passwords; Do not share them with anyone:

 They should contain at least three of the five following character 
classes:

o Lower case letters

o Upper case letters

o Numbers

o Punctuation

o Special characters (example:  @#%^&*()+=|{} etc)

 They should contain at least eight characters.

 Try to create passwords that can be easily remembered.  One way is 
to create a password based on a phrase.

o For example, phrase could be “This May Be One Way to 
Remember” and the password could be “TmB1w2R!” or

“Tmb1W>r~”.

 Never use the “Remember Password” software feature offered by 
various applications.

 Never use personal information when creating passwords.

 Change your password periodically.

 Do not repeat the use of a password for multiple things.

2. Promote eRisk Hub usage and educate employees:

 Become familiar with eRisk Hub.

 Security can be set so that your IT vendor/department can access the 
eRisk Hub on the portal without access to any other information on 
the Interact portal.

 Educate employees about what PII is, what a breach is, and how to 
report potential or suspected breaches.

o PII (Personal Identifiable Information) is defined as:

 a Nebraska resident’s first name or first initial and last 
name in combination with any one or more of the 
following data elements that relate to the resident if 
either the name or the data elements are not encrypted, 
redacted or otherwise altered by any method or 



technology in such a manner that the name or data 

elements are unreadable: 

 Social security number;

 Motor vehicle operator’s license number or state

identification card number;

 Account number or credit or debit card number, I

combination with any required security code,

access code, or password that would permit

access to a resident’s financial account;

 Unique electronic identification or routing code, in

combination with any required security code,

access code, or password; or

 Unique biometric data, such as a fingerprint, voice

print, or retina or iris image, or other unique

physical representation.

 Personal information does not include publicly available

information that is lawfully made available to the

general public from federal, state, or local government

records.

 Protect all PII as if it were your own.

3. Develop a Server/Desktop/Laptop/Portable Device media security policy:

 House network hardware (servers, firewall, switches, routers, etc), in

a secure environment.

 Develop a secure procedure for any backup media that is taken

offsite for disaster recovery purposes.

 Loss of a laptop or thumb drive with PII information contained on it

constitutes a data breach.

 Computers should be locked when user is away and cannot monitor

its usage.

 All devices should be password protected.

 If a device is lost or stolen, establish a policy and time frame for

reporting.



 Establish a policy for taking mobile equipment off premise.  Include

safeguards for protecting the data.

 Remove PII from the mobile device that is not critical for offsite use.

 Avoid storing PII on laptop/portable devices.

 Don’t allow vendors to store your PII for ease of future use.

 If PII is stored on the device, do not access public Wi-Fi networks or

Bluetooth.

4. Install and maintain critical software updates:

 Microsoft and application software should be kept current.  These

are designed to help keep your environment secure.

 Consider restricting employees’ ability to download unauthorized

software.  Downloads could include malware or viruses.

5. Maintain only critical PII:

 Assess the need to maintain data.  (i.e. credit card information, SSN,

etc.) If it is not critical, do not store it.

 Do not use social security numbers as an employee or customer

identification number.

6. Maintain current up to date firewall and anti-virus protection:

 Ensure your firewall equipment is up to date, the manufacturer still

supports it and updates are being installed.

 Ensure you have up to date anti-virus software.

 Consider malware monitoring software for added protection.

7. Use trusted vendors for data collection:

 Check your contracts with vendors and establish who maintains the

liability if the vendor has a data breach.

 Require your vendors to notify you of any cyber security incidents

they experience, even if the incident did not led to an actual

compromise of your data.



8. Use caution when opening websites and emails:

 If an email is not from a trusted source, do not open any 
attachments.  Delete the email from your inbox and deleted items 
folder without opening.

o Attachments are primarily the way viruses and malware are 
spread.

 Always type the URL directly into the address bar.  Do not click on it 
from an advertisement or listing.   This prevents you from being 
redirected to a malicious website.

9. Adopt equipment disposal policy:

 Identify who is responsible for disposal.

 Equipment no longer supported by the manufacturer should be 
replaced.

 Reformat or remove and securely dispose of hard drives.  This 
includes but not limited to:

o Computer hard drives

o External usb devices (flash drives, external drives)

o Most printers and scanners now contain hard drives.

o Cell phones

o Tablets

o Back-up tapes (video and data)

o This also pertains to any leased equipment before it is 
returned to the vendor.

10. Adopt employee data access policy:

 Limit data access to specific job functions.  If they don’t need access, 
don’t allow it.

 Review data access on a regular basis (i.e. annually).

 Establish a policy/checklist to follow upon hiring/termination of 
personnel.

o Upon termination, disconnect all access to internal 
information/websites/email, etc. and secure any mobile 
equipment.

o Upon hiring, determine what data the new employee needs to 
access. 



o Ensure employees know and follow the published data access

and security policies.

We recommend review of these Best Practices with legal counsel and IT department/vendor. 




